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The nrooanon syshs { s) secunly & Aldt Pol cy approved bv the Boad oi
E n place and beng rmplemenled efieclvey s secunlv & Audil polcy wll be suqecled lo an

annual rev'fl to ensure s conl nued re evane aid effbcl veness

BasG tor lnrormatlon Systems (lS)Secuity &Audit Pollcy:

The l6mewo and Po 
'cy 

formu al on lor audil oltechnoogica sk3 has emanated lrom lhe

reeon of worknq sroup consltuted by RBlfor lna znq the slandards and procedures lor s 3ud(

andlssecurrylo(thebank'ngandfnancalseclor tlled lnlormalonsyslemsAudlPo cv ncud'ng

lnformaton Syslems Secu.ly gu'delrnes and latesl RBI wo.kng group gude nes on eeclronc

baik'ng and lnformalon secu ty pub shed n Apr 2011

nlomalonSecu ]Po'cesarelhecornersloneol niomalionse.urlvetredven6s

The secunly Polrcy s nlended lo defne whal 
's 

erpecl€d irofr a^ organzalioi wth respect

to seculy oi nlormanoi systems rhe overa lobleclive E to conlro o.gude human behav our n

an altempl to rcducefte nsk to rnlormalion asseG by accdentalor de ibe6l€ actDis

Conlid€ntialllyr Prolecling miormaton lrom unaulhonzed d tcLosure *e lo lhe prcss or

lirough mproperd'sposallechnques orlhosewhoarenolenl'ledlohavelhesame

lnlegrity, Proleclng Drorhanoi lrom unaulhorzed modncalon and ensurnq thal

nfomaton such as a beiefciary 
'sl 

can be re ed upon and 
's 

acclrale and compele

Av.ilabilily: Ensurin! nformal oi 
's 

ava abe when I s requ(ed Data can be hed n manv

d ferent a€as some of these aro

t Pe.sonal Compule6 and Workstalrcns

' LaPloPand H3ndheld PCs
. Removable sloEgenleda (Foppy osks. cD RoMs zrposks FlashDrveetc)
. Dala AackupMed'a

r.ao ng causes or oara loss

t Sofrware Malluncl'on
t Hadware & sysrem Maluncl on

comouters are more re ied upon nowlhan ever or more to the po nl lhe data lhal s conlalned

on rhem i nea Y eve.Y rnstanl $e syslem lsef can be easly reparcd or replaced bul the dala

once losl may nor be etra.eable Thal s why of €gular syslem backuF and the mplementarcn of
a ways slrBsen upon



v\h le lhe e.sl lik. y cau* ol data lo$ a n.luEl d sasls can hsve a devaslsli.g ef6cl on

the physi@ d v€ ln irctan@s ol *vere housinq damage 3uch 5s scored pbn.E iom lie, wtl6r

emu sion duB ro llood. or brck.n or crushed pl.tt E lhe ddve m.v beore unEcove6b e

Thebeslwaylo preveitdal. ossfrom a nalura disasler

Snc. il E nea.ly impossble lo pEdicl lhs srival of 3uch 5n 6venl, lhee shou d be mor' than

one@pyoflhesyslembackupkept,oneonsleandoneofiThelvp€oimedabackupsilld.pend
on system soiwa.e and lhe req un€n fteq uency reeded to back u p A 50 b€ su e lo chftk backups

b be @da n thal th.y have p@peny backed up

Even in ioday'3 eE ol hEhly t ained, @ni\6d and comput6r lieEl. shiinq lhee 3 .lBavs

mm fd the lih6lessne$ ol s.cderns Thd..618lhin$ lh.i hiq be kJlld6d -

Be aware ll solnds srmple enough to say but not so ossv lo perloffi vvten lransf€rng dala,

be sure il is gong io the deslrnatron lfasked woldyoulrkelor6pkcelheexslingnle frake
sure, berorc clickng yes'
Ln ca* of un@narnty about at5sk. makesu@lhere sa copv ol (he &la lo reslo.e lrcm

Take enra c.r6 when usinq anv soiilvac thal m.v mafl pulale div6s dala storage. such as
panilon meB€c,lomal chang.s, or even dBk checkgts
B€forc upo6d ng io a n4 operaling systom lake back up ol fiost mpon. files or d @clones
n c.se rh;re s; problem dsin! llie'Gla at on K@p in mind s aved data drtr6 ei a so be

Do n ol slack div6 o n lop of each olhs eave spa@ lor venl lat on An over healed dirv. E kelv
lo fai Be sure lo keep lhe compuler away irom heat sources and make sue ( 6 we I v6nl ated

Use an UPS (Unmterupted PNer supply)lo esen mallunclDn caused bv powersurges

NEVER open the casing on ahaddrivo Evenlhesm.lestganoldlslselling onthe plateG
n rhe hler or ol lhe drve can @ue il to fa I

. Never3hulth€systeod .whileprolraosarerunnnq The open lils wi l mo@ like v b€come

lrun@ted 5 nd non'lunclD n.l

Softv.r6 lr.funclion

soltwae malfunclio. is a nee$.ry eil when 6ing . @mpuler Ev.n the wo.ld'3lop
prosEms ennol anlicipsls dery eror lhd may oc4r on anv gisn pr€Em There a.e 3iilllBw

ihings lhal can le$6 lhB sks:

! ge 3ure lh6 sofrwae used w Ll m6anl oNLY for its nlend.d purpo.e MBus n9 a progEm frav
cause il to msfuncl on

r U. ns pi.sl6d copi6 of . program may c.us lhe sollaarc lo malrunclDn, rc.uhing in a

corupr on ol dala fl€
r Be sue lh.r rhB prcpe. amount ol nomo.y inslalled wh le tunn ng mu lipl6 programs

r srmullaneou3ly lla programshllsdd.orhangsup, d.l.mEhibeloslor.orupt
r Back up is a led ous rask, bul il B very u$fulilthe $iw.re gels corupled

H.rdw.r. iralfunclion

The most.omdon €ue ofd.lr loss, hadwae m.lfundion or had drv6talue, s anolher

ne6sary ryil inh..enl lo compuii.g Thm s usually no w5hi.g lhat had dnvB wil tail, bll some

sleps @n be l.k n to m nimize the n€€d ,or dala @cowry irom e had ddw Lilu6:



lfsyslem runs lhe scan disk on ev6ry rcboot
dat3 loss Back ( upwhle I ssli running
l system makes any rcgu 4 nor$s such.s

syst€m down and @llHa(,rra.e Engineerior

n sh@s lhal svslem is Eryins hEh r sk lor tuture

clEking or licking coo n9 fiom the drvs shut lhe

P.orector ol computer from virus infoclion

Make eguld backups ofmpod3nt &ta
lnsta aniv tus software on .omplter and u$ deily
UDdale fte anlNirus sofrlvae wlh th€ lalesl tonaiure fes on weeklylorlhnghty basis
AnlNtrus soltware does noqood unl.ss I rs irequmlly updated lo polecl.g.insl lh€ mosl receit

! uplrade rhe .nr vrus softwsre when n4 eleas6 are provided
Never open o. ex6clte a l e or e'oailall.chmentlrom an undenffed source luserBUnsure
oflhe source delele t Rse vnuses have ben w.iten so thallhsy come iiom ii'ends and
colleagues Be caulious with anachmenls evei tofi tusted sources lf I was se kiowngy
ai allachmenl cou d rtllconla n a virus saving t as a lle and runn ng lhe vnus s€n softiare
wi catchanyvruslhat(hasbeenseluplonnd therelore u lcalch mosl ol lh6m

U.inq Floppics / CD / Flash Orives

Cos orFlash Drvesshould be used n consu lal onwilh syslem adm'n stralor/nchargecompuler
ceitera^d srrould bescanned berorc use
UnoficE CDs or FLash tuves shou d nol be used on ofrce syslems
cDs or Flash orives shoud be write protecled f data € to be lransrened irom floppy to system

Physical Salety ol System

Kep the system sc.en saw. onablod w h password porectLo.
Don t sh.re ordisco$ your password
U*r should not have e.sily der.crabh pssswords ror Nelwo( ac
A slronq pa$word mu{ b€ .s onq ss possbl6. nc ude mile4€se eneE, nc ude digis end
puncluaiion ma.k, rct be ba3ed on any pe6onEl inlometDn. not be ba3ed on any diclionsry

Never u* lhe B.m. p8ssod twi6
Change passrod al r69uhr hlorvsls

P otecl the syslem lrom !n autho r zed u se lGs o. d. m8g€, € g rh€ door should be locked when

Keep ponabE equ pment seu.e
Posit on monitor and pr nle6 so lhal olherc cannol *e $ndti€ d.la
Keep rloppy dEks and olher ded a n a *cure pace
Seek advre on disposa olequ pnenl
Repo.l any loss ol dala or acessones to lhe syst6m Admm slralo./ hcharce compuler ce^ter
Keep $e system and serc( ve dala *cure from ouisdeG
Ger .uhonzar o. beloe tak ng equDoe olf sne
Tak. care whsn movin! equipmenl (Read inslrucl on on rcving.quipm6nt)
lBt ll uPs 5t5t€m with adequate baltery backups to avoid any dala lo5! or coruflion due to

System should be prcpery $ul d@n beiore l.avlng lhe offi@
Log-of lhe system you are eav'ng you seal
NevBr rcmove $e €bles when your Pc a ptue@d oN en@ rhis csn cause an eleclicalshoL



oo not stop scandiEk if sFlem FomB.lo tun i 5l the xm oi syslem sEdup Alwavs use

r ln cas. ol unce.lamtv aboul a lask m6ke surelhere 
's 

a copv oflhedala lo restore fiom

. i"il"" *r.a*" i. p.""aues rhsr comes froo sv{'m adm nidratol]lnchalge compuler

. Usrs a@ nol suppos6d to do his or her p.r$na wo* on compuleB

. pu.* ,r,.a" i'sre. 
"0.'n 

sr4o/rch.rse @mp-lg cenre r €se or svsrer ra'ru_cton

' ' '* 'n""ra "*'it"t"o rre€r ebned aecn'nes lnca*or an' urs€ncv/en' sencv 's€'
ii" "1" Jr'., ',i*n * *- -nsuher'o- o' svsr4 .onn's@ro'rn (h' s€compur6' ce-18

. 
^.,, 

,," ."1"-. -- o l. -Ddaled I n6 v r 'onsulElro- *'lh SYsl€m Adm'n trabnl- cha_ge

Be gertle whie handlng keYbo.d
Do not open case ol the hardware
M.k€ su€lhatlhe@ B sofre sack

Aways power ofi rhe svsrem when deaning

rn lhe cables alla.h6d lo Your syslem

. Donr sve olherc lhe opponunity to look

! Oo not u* unme$ary sharewa€
. 0o nol insla I or copy soiw.rc on 13tem

d.r your should6r f yo! ae wod{nq on sssitle

wlthoul psmision ol Sy3led admi.ist.lo./ln cha@e

! Aeo'd un.e@ssad connecl vilv oI lnlerner
. o;;ri ;an;;;!e ,FEtr ria-ss nepon i vor rr Nooat o'r'@'sverd Adnh srrator'rn

ch5rce @mDlts @nle
. rr ;.i and ;"r .r."" ,. "," 

he secu"tv 
''t 

arr rh' patu or 116

. Prds. .nsure ih.t or aNr.l'€d A.lrv rus rs runl ng on ll"e 5vsl6n

. r-J 
""a 

o,,nr" +l,,ro -r u€ pia6 -€ar tvsl€4s CJp ol Tt'/ Co'l@ o' {'lu sla$ should

not be on CPU or Mon[or or K.Y Soard

Nde. ule w.t clolh for wiping lhe screen

rc"., srrur rr,e 
"vse. 

aoi,n inite pro!6ms .re runn ng Th6 open fll's wil more likelv b'@me

trun6i6d and non-lunclional
Ne€r sr.ck book!/ l 6 or olhs malei.ls on lhe CPU

rnlom.oon sy!i.n! audlt (ls) Polacv: '

ln lhe pa$ deade with $e ncea*d l&hnologv adoplion by Banks lhe @mp exili€ wlhin

lhe lT envi@nm.nl have sven nse lo com'de6bl6lechnologv rclaled risks Equnnq eflhdive

Th.l.dlo mpl.ment an lnlsrnal Conlrcl lram4nk based on va ious sland ad3 and its @n

@ntrol@qurcnenB and lhe curcnl RBlguid€lines A5 a Gsut Aa'k's managomentand RBl ned

Ei assuE;.B on the eff.divenes ot mlena @ntrols implemdled a'd 6xpect lh6 lS Audil to provida

.n independent and obj.ctive viw ol lhe ened to which th. n3k5 .rE managEd

45 a @mequsn@ the .al!E of lhe lnlem.l Audl Oep'nmnt has mdergone a m')or

tamfomston and ls Audrb .ro ganing imponance .s kev pro6*s are 
'utomaled 

or enab ed bv

technology Hence lh6e B. neen tu ba.ksto re assss lhe lS Audil pro6ss6 and snsurc ihal lS

Audit obj.clivB arc elEclivelv mel



It B 6*nlial fo. th€ Benk lo ercuF ih.l il3 Syslffs A!..1s/R6oures and lT Poc*3 ae
d.p6ndable @nlroll.d and polecled lrom mBu* al all tim4 A3 pad ol lh€.onfmaiory pro63
ii lol M thal .ll lT syslems are audit€d El p6iodic hiefrsls and a repon on $* slalls are submittd

to Audit Commin@ ol ihe Boad

M.lor oblocUv.. or rh. lnlom.lion sy3t m. Aldlt Pollcv:

Safequ5dins lnlomalion Systems AsselrReBourcos and lT Pro@ss
veffc.ron ol Oala inleq.ily 3nd Se@rty
Eva u.l on of System efecnv€n6s and efflc'ency
Veil calion olcomplance lo nlernalqudeLi.$ & p@edures
slaiuiory requk6m6r s.

.) s.i.luardlno lnfod.llon sy.t m. A.&l! I R.eurc6.nd ll P,oco.6:

Monibnnq efi.clte us€lE of H.dw.c, 3oltsse, netwo*ing & communi€lio. tucililiB
p.opl6 (Kndledqe) 3y3l6m d@mslalion luppli.s 6ic

Ev.lu.hon ol infaslruciur. (l k. PMr Arr Conditionlng Bumidilv Co.trol phFicd * nlv

sury.ilsnce and monilonnE. lncidenl mo. lor nq 6tc) in saleglarding ol I s A5*ldR66our6

b)v.nfi@0o. ot D.r! inr.grfiy a.d Seurhy:

v.lid.re thal lhe dala enld€d end 6pl(Ed in nE 3vst6m s duly 6uthdis.d wrtf€d 6nd

@mplelod .nd tnat proper @nlrol i3 6x.rc sed al all sl.g.E vi2 oata p.ep.6tion inpul, wiic.0on
4lpu| modilicsrio^, delelion .leclrcnic r.nsmBsion, elc lo .nsure aulhenll.itv and @rectre* ot

c) Ev.lu.don oI Sy.t n .rf.ctlv...!. lnd .mcl.ncyl

Ev.luai6 th6 en6l b rhich tle oaaniz.tion.l goals, bGin.*.nd u*r n€o& h.v€ b..n
m.r wilh .nd lo detemiE trh.ther r6eurce ulilizElioi is eff€.liw .nd .ficisl in .cni€ving lh6

d) v.rlfietlon of compli.nc. to lnt rn.l guld.lltu. & pr@dud. ln .ddlllon !o 1.9.1,

Bgul.tory.nd.t tutory r€quldh.nt3

Evaluate th€ lBEl ol conplian@ on

Re ablty Avr lab'lq aid Oependab lq6dh6r6n@ to main(en.nce ol lnlegrly, conlidentslq,

Lecal R€sulslory and Slalulory r€quiremenls
rlern.rPol'ly ano Pro(.du es bdsod onp'es('b.d slanda ds

Th€ scope of I S.ud rncludes lhe collection 3nd evaual'on ot evden@ / nlormaton lo

detemin. whether the lnlomalon syslems n ue *leouards the sssels mainlain d5l.
*unry/inbgnly/avai ab lily schEve the organiz.lional goa s efrec,livelv 8nd uli ize lhe E$u@s
erliclenlly Il El$ inclld* the prc@sss lor the plann nq snd o@anizal on ol th. lniomation sv6tems

.clivrly.theproce$6fo.monoriigofsuchaclvitesandlheexamlnatonoltheadequac'vofth6
olgsnlzalron and managem.nl o, the I s spec alisl stafi 3nd non speoalsts wlh I s r6ponsibilili.s

ro 5ddrcss lhe I s exp@ur€s ol fte orcanEat on

L



The I S .udit cowE allthe @nputed2€d d.patD.nls/oife. ot lhe Bank including cBS Oal'

Cant€, DR s(e and b€nch*, ATM Swnch, iEFT/ RIGS Cell End anv olher n4 area oI lT

mplemenLd / lo be implemenl.d by the B.nk ln Bhon it includes al lh6 aclivitiederea3 ot lhs

organizst on wherc lT sFtems ae u*d ior businss purpG*

I ldently lhe r sks thal the oqanizal'on i6 €xp6ed to.

and lo pr orit ze such isk6 lor remen d act on

n lhe e{sl'ng @mpuGdzed environm.nl

ll wElh6lhe implement ion ol Lnlomal'on T.chnoogv n

p.€mele6 laid down n lh6 lnlomal on secuiv PoLicv and

$e organEalion ls as per $e
a3 duly approved bY (he Boad ol

I S Audit s to achieve fte obie.lives of lho I S Audit lunclDn

ln bret,lh€ responsibi es of!sAudlluncnon ollho Bank

lll v6ily wheihs the lnfomiion 3yllrms polici6 have b.€n devised cow ng rsrious inlomalion

a*€ts tor th€ .ntire qg.nEalion .nd th.l lhe oroanizaton s svstem and poeduBB tnd laid

down I s sunv poli.i$ are adh.6d io.

V. v.n, trh.th6r lh. ch€.r. and bdEn@ pE&db€d bv I S !@unv polic'v 6nd olhd ohvani

9uid.lin6 are .ti.t]y adhlcd to / compli6d wiir tNadE nsk miligtlion lhrcogh prop'r

;. lndan€ sid pEw io. of abu* /nl.u* or I T a$elB 6nd comput6' cims
V vsly and comrunl on lh. leve of cheks and b.l..es fd 6n&ing complltno ot laij dwn

vl Adh.c lo lhe .stablish€d norN ol.lhB and pof63ion'l sland d' !o s6uc qutlilv and

consiBig.cY ot .udi wo,i

Th. r6pon.ibiliy, aulhoritv and @untab(rly ol th. intomstlon 3yti'm aud tunction' h8s

io be .ppopiately documenH in tlE 69.g6monl l€lt r cl6a v dtnning lh' E3po'sibllily auihfny

aM a@4nlabilily or lh6 ls audit tun tion ror od$urcing of I s Audit

TIE Bpolibillly and .e@r'tabililv ol inleh.l I S auditoB wi be ih' em'', tE 
'ppli€ble 

lo

gen.6lin.p€.tns oficial! 5. pd th€ prdailing inbmal imc.dion/aud( ouidelin€6

lo mai .in ihe ind.p€nden@ ol I s Aud tunclion (n'p'dion o€ptnn6''t) f@6 orhe'

d.pannst and ofie1 ii6 perennBl shell EFn b Chief Esdne Ofi@'' wno shatl Gton to $e

Aldit Commins ol the B!..d (ACB)

The Pimary cponsibrlily ot lh.
as enudeEled in lhrs polcy documenl

a$ess polentialrsks lo lhe Bank s operalEis
means ol nsk mlgalon and safeguard'n! ol !T as*ls

rrr Revew lhe ad6quacy ol coilro3 eslab'shed lo eisure compl'ance w(h lhe polces plans



6.o.€duEs and b!srn65 objedvE
rv l6s4s fte l.eel or comd6n@ lo 

'slabl 
shed

v assess rhe r€ 
'ablv 

and tecuritv ol [n'ic]ar

opedlions lhat provde lh s nformatDn

Vl Aes6s lhe levsl of ulrlizalon of I T Gsour@s

bra.durcs / @nlrols
i man5sem€ln ntom.l on and lhe svslss ano

ro und.Bland thetr ellic enl and efedive us lor

steps for lhe convei'ence and effeclive

T;e Insp€cro. D6part / svsl4 h lhe @uEs ol i! | saudI tcrx'[e6 B aqlh@ed lo

""".,;;.;;*j "";'" "'E'ea5 
orrhs b'ni 

"r'vi'6s 
oocur€,s Gcor& nromelon'

;;;;;;;,.""".,"'..,"v.mroite@dona-@or'sA'dtrru-c.'on
R6u'€.llmmb65 0'$afi Bnd Mantg€fenr lo sLpdv *cF 'nlormano' 

and erpientnon3

"" 
.J;T;*;;;; "',"";;. 

erc; or I me ro I s A"dtr sr'n H€ads or D'pa4snu

11.".],i.".^*.'.t"- t"*"'on dep'nrent/ 3vsom wnnour d€rgv ol 
'nv 

senrr@nt 'ncde

;;;;;;,,'y -d, * -.p'.'ce wnn Es"r't'o*'no proceduGi

Funcdon. ol AcB (Audlt commltte ol Bofid) on I s Audh r'brod '@t 
_

The Audit ComdLile should devole apprcpriaE and suflioenl li@ lo I S aud fnding5

.""','*;;;;";;*;;" "enbe* 
or$' Aud'r comn'ne wo-rd 14d 

'"'eve 
q('€rissu6

"]"^lni"a "*1.,,0" *r*'as suoance ro lh' Banr 3 m'nas'ne't'

Ac.ounlabilllY

ui The lnsp€clron De@nme shal o€pae tnnutl pra" ro'l s sud{ @E ng ar th€

--",i. '"i ."":""*"" 
"t 'he 

aa'^ v2 Branche I onies 'Dep'nhe'E 
ek as ps the

n a Aud( Poi cv dGucn! CEO $rc-Oh ClSo lS Audit Cell

rfi;::'j;;" l* ;-i"o..* aowu ro *re eca,< ro'* Jp d'€d'on' obsdano's

of ACB ae for complian@

Ertornll I S Audl1fim.l

Th€ B.nl n.v @ns'der .ngtg ng rhe s'tu c6 ol a4cd Ed E(e ne', I S Aud'l fns lor I s

^,,",' ";';";.;"' 
;il';; ,;, ,-tlsrr*urc -e,s Ner"ae eL6r' soNrarc aud r vuFe*b I'tv

ill*l.""ii' "" i" 
.* 

"", 
tlsiness /st5turory €qui€m'nt oep€ndins on the natuc end

l,:fi; ;.;;*'il:'r mav sr'DuEE er'Eb rrv c.re a or .ne E*eha r s Audn I'ms ,"6

",'.iii * nJ-**."* n"r slouro cocr r-e scope or rs auo'i oo'ecr'viv du''ro- ek apan

ffirJ"**n." ".* "'t"pon3'o'l'iv 
aurhorrv and aeoLnl'btrv

lS Audlt Pollcy Guid6ltn4l

S Audit a.lvitv 's 
broad v d vrded inlo 5 frajor

c) Tesls ol Transaclons



Plsnnin! s lhe ilsl siep ol lhe 1S aldil I S tudit6 lhould plan lhe audl wod< n a mtnns

.bdomde l;nelnq lhe .ud{ oqedir'es ls a_dnoB Ere requ'€d to uad66la_d lhe ''ldnal
;;;;;; i",e-'a.i nke Bv'e* or pq'o-s auo(,spo'rE/pape* 'nre*a/
ti".il"" r,ti, ,n" r-"s;" and lnlom.mn svBrorc p*on'd obo€toalron ol acriv i6 cari€d

",i*n-tn" 
i" i"_t*"t"" sv"*3 runclion 

'nd 
eviry or lnrorm'tion svslems dodmmlairon

h addition tothe above in e* ol outsourcing olI s AudI ihey should have sn und*landing

o *. "riiiio"i.* 
, 
"m* 

, o.sanisalion 
'nd 

G pr@@ss li includ€5 und€Gtandins ot rhe

:;;i";;;.""."* '' te;ud'r colsr-rs backEou"o rrrom'.on' '*'sn'ns 
aoprcpnat

;;;;;;;;;;;; 
'.',". 

,',,,oe dc and enttv 's re sca3 or ek 
'nd 

to o*'de on $e Enenr

of lhe ddailed ana y3i. and i*1i.9 to be co'ducled on lhose sy$sms

lntehsl Conlrols arc i*ld io ev'luaie lh€ efiadrvere* of managmed 3nd apPL@lion

-*r" ii," ";in'* 
,,O, - ths Level or Gli.biltv ol the conhoE as per prescibd 9uid6lin6 in

lh€ lnfomaton System Secu lv Policv and lind oulleaknesses 
'l 

anv

c) To.r! ol ThB.ctionrl

Thss 1616 a€ 9en66llv €(ed out using computer assisled Audil T@ls /Llulitv Tools lo

*** ii"-*i**nti -o ";mplbrional 
accu6cv ol lhe iransacnons @ried oul rhrs will 

'lso
;;;;;;;","i,;*.b"s. Lr anv. readinq to dara abu* / mBBd rdud wih rh' herp or

t.nsadion log av.ilable in lhe svslem

d) T.d. ot B.l.nc6:

Gene.aL Aud( sol&.r€ / exp€rt 3vEtoms €n be used lo ass6s lhe Bfiiciencv ol svstm

tunclbi no and o eslmar. lhe los*s rnal could htv' o@une du'ng lhe fa lur o'sflem

s.resro; .n ma'nr.r'nq rho dal. iarcg''rv. Mpulato_'l 'roE 
el(

o) conpl.ilon of Aurllt:

ThE E lh. rna dage ot ls aldrt. *herc auditors wi b€ rccodrng th' r lindings/ob* at ons

an,.vqs and r€.otrF6ndal'o-s ro _eesstrv rolo*__p and To''ro no lorecrlEal'on'compl'a_G

ffi"";;;,;"-il.. Por€-u rs au;r rhd 
'es 

shoLrd be d'icu!.ed * .n rr€ aoprcpnare /

, rh.,tred cBonnel lhrouqhout rh€ c@E€ol!S€!d'lng

I S Audlt ol B,.nch.. /ofll@!:

I I S aldit ol bEnch6 shall be $heduled a5 per nsk ratinq of lh6 B€nche under Gqular
' 

i""p.ili- tairel "n","" 
ue I s Audil Ehng or the br5^ch shall be doveltiled lo RglA Enng

lomal .s spelr oul und.r R.lng chadgu'delin€s

I lnhec.*ol.' olhe ofi'esoe@nrenlr*frce orcvdig

rsk Elng al pr6enl ls audit shall be camed oul slong

nsDeding onicia L as per lhe pr6c b€d perlodiciiy

A rM Audlt I ATii rovid

ce^tGs wh.h are nol suqeded lo

wih the eoula nspecl'on bY lhe

AllOfi- sle and on sile ATMS shal be subiecled to € lher ATiil aud or ATM review once ii 12

-""n. i*"., ATMS alkched to b6nches wM Concurenl / lnlehaLAudrlor sh'lbe



subleci€d to q@nedy @ifl
2 A;ir or aTMa conrccled lo our aE.ch6 shaLl b. c.di6d oul 

'lonq 
wfi R6gular insp6clion or

bran.hEs {RBIA) while aTM @v 4 3htll b. conduclEd bv concure tudiloB

I S AudI ol Th rd'pany lT environm€nts - s.nk .hall subject lT envnonmenb ol $ird pani's

(*ryi@ p.ovideB) lo I S Audil bv ou B.nk3 lnleh.l .uditors or bv Enm'leudilo6 d'ponding up

on the @mpl6xiry ot $6 .nvionm6nl, to wflt / salisry 6boul efetv a s6currtv of infomdid asseB

of th. bEnk in lh. h.nds of third_paiy @ndo6.

Aulhorltl.. R@poBlbl. lo cdduci I s Audl! R.vbw A fo up of ludlt 6port'

ThB guide in6 lor @ndu.t nO I S audil .ulhoilrs 6mpde€d io conducl lhe audit / evi4
th. Epodg;bsuE ol cporls .lc shall b. as per the I S Audn proddu.e. documnl tnd 3s por ihE

p.iodicitt deiail€d i^ lhe en.l66d ann.xur6

rs Audlr !ch.d u l. .nd cYcl.:

The checklid ba*d I s Audit of Br5nch6s (including w br.nch6 opded lo b' oPn€d)

shsll b. canied olt along w[h relular n.p6cnon ot lh. Branch .nd I s .udi 6lin9 ariv'd shall 6'
dov6lared, a5 sp6lt od under Raling ctun guidelin€E

Follow up.nd.lo.uEoi lS Audn oporl!.

The iNp€cling oticial submils the 6pon immdEtely on cmplelion ol lhe tsBignment and

th. Epod @ch65 ih6 B.anch/Zon.l Ofiice'/lc en@m.d *ithin 3 wo.kinq d'vs'

Th. lollowln! l. !n lllu.ir.dw ll.l, v.mnllng .F.cl.l 6porr!:

> Lack ol .B^es in m5nlaining p8ssord ser€cvi
i non-"-l,""ii"s ol Si"Sl" "inao 

iiet"ro tSvtO) ,.poru ewR w h phvdel vouchs on dailv

t NoFchEcknq ol .x@ptonal / ov6mde rcpon / olher t ndl tr.B.ctions on 
' 

d'i v basi' bv

> Mainren.nce ot P!*ing ./c in b6n.h6 ohq than lhos p.mited bt lhe sysi'hl

R llng Or Bi.ncho. und.rlS Audn:

Evalu.t on ol pedormance and fundoning of . Banch ba$d on I S Audit findng! thrcugh a

3yslem of R.tng. is.n imponani lool io as*5s vulreEbililv s.d lhB.l ssecaLd wlh $e ls
EclivitiB ot $€ kanch This Rating h.s a boa ng on the pedohEn@ ol Bdnch Mtmgs and oih'r

olicials and stat Hen@ an objeclts svsim ol raing s <l€v6lored bs'6d on lh€ risk pe@plion

asocialed with lhe v.nous I s aclivih*, mainly lhough the conc6pl ot 15 sudit aEund lh6 compd*'

b sian wi$ Th6 lnspElino Olricial i5 rsquircd lo us lhe eme to 6fiecliv€ly daoar' th' u$ ot I S

ass?B b €fletve pedo ne.e .no tu4cl'on'ng d 3 br._ch

R.ting 3y.t m under lS Audt:

T16 lollNinq atings will b6 awad€d unde. lS Audii ,unclioning ba'€d on adh@ne to

!a.iou6 guidelines by lh6 bBnch in saleguarding the ls aBs.€ ol lh. btnk in additio' to elt€'li€
and efrci.nt u* ol ls A$els

a.tuensOand70% MediumRsk



Above 70% LowREk

A a.anch wllbe rated as "Bigh Risk_ e ther for scorng below 50% marks OR for not scom!
lul ma*s underdenlfied Compu sory sconng lems as nd caied rn lhe lS al nq chan(due to.on

adherence/non.comp anceolvarousgude nesunder SAud()

lnspectin! offci.lhasto discusslhe ral ng gven by himwlh the granch Manager concehed

on mmplet on ol Is Audl andfnalzalion of th€ rcpon

u loavaad haa r rel.ted Policy:

Fo Lowns ponon ol lhe document ilustral€ lhs Policy ol lhe bank r€lat6d to lloAl/A€dhaar

unarakhand sr.t€ co-op6ranve B.n* will comply wilh all lnlorm.tion sscurlty Policv

and PrE.durc. .ddr€$ing the..cu.ity..p€ct! olAadhr.r.! dollned und.r th. A.dhatr
Act, R.gubrio.. and 3p.cilic.tioru,

Cen. n spec lic ProessenPolr. es are delined below

I Bank wil lake lhe consent oi Aadhaar c.rd Holder lor Aulhenncalion and s.ve lhe conse.t

f.hs wth rhe 6rce.r dela ls lor a renod ol stleasl 7 Years simia v lhe logs rcgard'.g

Auhe rcation wil be saved lor 2 yeaB onlne aid 5 yea6 ArchNed

I For sny !Lv6n Aadhaar number holder, whoe d6ility mlom.lion was co lecl.d,lh6 bank wll
b. abe lo demonslEt€ thal con*nl wss lak6i and disclosur6 o, inlomalion was made

wh.never €quied ior any Relulalory rcqu r€dent
Aadhaa cad holdd wil be nllmated wh€n fte requ6l for NPclmapping ol a.court number

hasben ninalod by UtlaBkhand $ate CcopeEtiv€ B3nkv'a SMs/Emalrn24 HouB

unarakhand stale co-operatve Banku v\hlelsl any app icakons (web/ a.droid/ ios orany

oth6r clenl app elions) m pub ic domain wLlh ultarakhand slate c@operalive Bsnk s name,

sppieron name,logo snd URL elc
utarakha.d st6l. co-operalive Bank shall be lu y @sponsible lo.lhe mEuse and ilegal

shaing ol lhe lcen* key rn producl'on or pre-p.oduclon envkonmsnl ol ulDAl un.rakhand

state ccope€l've B.nk shallnol a ow any olh6r aqency lo penom authenl'ca(on bv sharnq

ils rcense key Utarakhand $ale CGOpeElve Baik shal nol loMard aulhenlrcalon rcquesl

usLng PIO block cspluEd by unaudled applicalion uslng lhBr r@n* key For svery SUEAUA

any. a *paale r6nse key shallbe used

Utbrakhand Siale ccopeEtle Bank unde6ta.d3 thti in e*. Authonlv iolices misu$ or

illegal!h.rng ol i@nse key by th. AUA / KUA / 5!'AUA, Aulhoity sh5n Gminale the @nse

ofthe AUAI KUAsnd olher aclions mclud ng cnmina proseuton shallbe hken agalnstAUA/

KUAaswe .slhesubAUA.ndolhorenltiesa3perAsdhaarAclandilsRegulalions
lhar.khand slate colp€Glve Bank shall nol psrfom any lesl lBnsaclions on ulDAls
prcducrion envnonment Any t6$ kansact@n wlb€ perlomed on ulDAls preproduckon

IV

V

Vlll ln 3llaulhe icalon .pplicetions deployed by Una6khand

AUA name ofUllsrakhand slate ccopeEtv€ Bank shall

lx L(arakhand sl.t6 cdopeGtive B.nk stull ensu€ thal

and ass$smenl! ol ils systeos rnfEslruclurc etc by

Stale ccop@live BEnk and sub-

be cbany d splaYed lo the Aadhaar

has provreons lor penodD revEws

a UIDAI edpaneled or cERT-n



emp.n6lle! agency lo ensue complian@ w h padhasr Acl. Regulalions ard lp*ifcalionson

annuaL besis or as defned by lJlDAl

as a pa n ol lhe E x@pt o. handlin 9 pro63 if lingePint is not wod(mg at al lhen altsrnaie opt on

ol 16 or OTP will be provded lor Aadhaa. Authent cston

lJn.Ekhand stale ieope.aliv€ Bank wil @mplv wlh Regulaton numbd 23 Chapterll!

Aadhsd {Aulh.ntication) Regui.lions 2016in €3e I wanls lo sutrender iB L]loAl Li@n* kevs

U;*akh;nd Slaie cGop€rative Btnk wll .nsu€ thd Team wdl('g on Atdhaar based

eDo ,Gtons developtrenr s apllv q-61'l ed I GEd-ale 
's 

M'' m-F 'equ rcrenl)

i,,,^n*o s,"r" c"op."r," B.nk fl, cofplv wtr- alfte equ'efenB or ulDA c 'u'r

"o 
oo ot ro,a. *- ,,ozorrrrzolS_ulDAl (aulh_L) dal€d o4(h June 2013 (mplemenlalion o'

vr,"i ro ulo rot.n 
"na 

r . r"o KYc) bv rmpl€ment'ng lhe latesl Aulhenn*ton API 2 5 EKYC

AP 2 Sand OTP RequeslAP 25forvlDandUlDToken
uta rakh and stale c o-operalive Ba n k wi @mpvw[haltheorcutc noli@s mandat6s ssued

by ulDAllrom tme lo tde

Utsrakhand State Co_Ope6live aank unde6lands and wiLlalways lollow anv ol

and Don'ts.eLaled to UIDAI/Aadh&rapp icablelo il ss sllpulaled bv UIDAI

aid ensurc codplance ol a rhe
Read Aadhaar Acl 2016 aid ls Relulalions carefuLlv

prov sions ollheAadhaarA.t.20l6 and its Reg! alrons

s FullA.dMa. numb6r display musl

rol6/u5.6 havhg the ned wilh n

12 An 
'ndivdua! 

n lhe org..iaton
p.Mnald.le. Thai P.ren 6hould

2 Ensure lh5l ewryone Nolv6d in Aadhaa. elded work 6 wellconve6arl wlh Provrsions ol

A.dhaa. Acl 2017 6nd iG R6sulallons as well as proess.s. polici.s speciications guide inBs

circul.. .tc i$ued by ulDAl ,.om im to lime

3 CB.t i^lemal *e6ns6 .boul coB.qu.n6 of b6&h@ ol datt t3 por A'dha* 
'ct'

2016.

a Fol6w th6 inlodelion @nlv guid.lh6 ol UIDAI aB 
"l'as€d 

nom umt to time

b€ conlrol6d only for ihe A.dhaar holder or varous specE

the agency/depadment oth.Mise bv default. a dispavs

6 venfy rhar an d.ta €plu.s pont.nd iilomalDn dEsem'nalion ponts (website rcpon 
'lc)

should @mp y with u Loal's *curitv requiGdenls

7 lfaoenry63;n.sAadhaa' nurEr ndar.base.d'rsrLsrh'encryd'danosror6 rncfrp'on

,."rt *-o * p,*""a t*r*'v o'eferaorv us'ng HsMs ll sFol€ 6p'e&6ter3 aF -sei I

musl be password prcte.led .nd *cu€lv slored

3 Ac@ss controls to d.la mlst b€ n p aG b make

d€nl f ab e d6mogra phl c dala s proleled

I For Aadhssr numb€r l@k !p in dalabsso. eilhd.icrypl lh' inpd snd

o. us hashing lo deale /€dhaar numbe.b.sod inder

sue Aadhad number alonq

10 Reor { a-dr n-sl @ conouded ro e_su e Aadhaar n-nber ano l+ed
ri t*,*.a 

".ptov*. 
*o o'l ( alq -ndesra_o tre 'rpl'!a o's or ll"e

must be made resoonsLble lor protectng Aadhasr lnked

be n chaqe oflhe securly of svdem ac@ssconlroL aud[



1 3 ldslify .nd prevenl any pol6li.l data bi6ch or publicallon ol perco n 

'l 
data

14. Ercu@ swi aclion on any bre.ch peGonal data

15 En.uc no Aadh..rdala b disp aved or dislosed lo exl.ms l agenci€s o I un 6ulh onzed persons

16 lnlormed consE - Aadhss I holder 3hou ld clea rv b. made aw6B ol lhe lsage lhe dtts bemg

coll.cted. and its usage Aadhaa hoder @menl should b' laken Eiher on p5p6r or

17 Aulhslcalion choi@ - \,!hen dong su$entcation, agency shouLd provide mulip€ wavs lo

.uthenl cale (ii ngerprini ins oT P) io €nsu€ a ll p€d haar ho d.6 a e a bl' to use I eftect vely

1 3 M ulli-lactor lor hiqh security _ ! ,hei dor ng hig h va lue lEnsaclD n s mullifaclor s ulhenlicalion

r9 c€are E^ceol'on handlnc me.han'sm on iollowing lr^es

io i iii,*i* rr'.r 
" 

.-!t p.rcenrase o'Aad-.a' -orde* *i not b' abre to do orcnernc

rubent'@lion I E ne@ssary thal a wel_defned exceflrcn handlng mechan so be pul n place

21 lfngeQ.nlisnolwo ingatalleven.ff.rusingmull_fiosaulhs icaton, then allernal€ such

.s lis or OTP must be Prov ded

22 ll the schofies B lamiy ba*d (like POS svslem) anvone in the family musl be abl' lo

authen(cale to avail ths b€nefll This ensu@5 lh3t even il oie peGor 13 unabl€ to do anv

fngeirinl.uhenlic.ton someone else'n lhefsmilv is ablaro aulhent€le This reduce th€

eror Ets signil5canlly

23 inone orlh6 abovelswofting (muh'linger lrs anvone in ramiv elc),lhen agencv m6l
a tehate.xceplion hsndlng $hBmes usng cad or PIN or other me'ns

2. A .uf6nr €no_ usage m-.t lole *'lh _or'li4l'one's.'ols ofrtnsacl'one
25 Ar.o6ncB 

'mDl6rer'lrq 
A.dha, a'rhentrcarc_ fusr p'ov'de.fl€cli€ 9 

'vdnces 
h"dn'!

mch-arts v.;u[,ole c_an_ sls r*eb5ie. e l @de noo'le aop sfs p'vsEL@nre 6rc)'

zo ca ir,':..pp"",in" -.ng p€;haar audred & celfie ror rt d5r' 3ecu'lv bv apooonsre

aulhorly such as SToC/CERTIN
27Us on, STOc/UlOAl cedlied biomslrc dev c.s 1or A'dhaar

1. Do not oubli.h .nv peBonal id€nnfiable dda mcludinq a€dhaar in public domsinldebiLs stc'

Publielion ol aadhaar detsils is p(ni.h.ble undq p€dhaar acl

oo nol slore biomelric inlormat'on olAadhaar hode6 co lecl€d ior authe't€lion
o;n;i;oreanyAadhaarbaseddala nanvunprotededendpornldevces such asPCs aplops

o, smartohones or tablelr or anv olherdevLes
I o" ""r'","vr-,", ou' p.;naly 

'denr'i 
dbe '€oh.ar dara raopeo

a"-m""ur oai"'.-.r, i: -:ao- *,0'"'n- celi'ccre'casre enrcalda-/ oher
*l*.*aa*,.-t ,€dhaar nuroer I req-rcd ro e pirnrod Aaoha'' nunbe shoud be

2

rtun.areo or marled on!'a$ fo. o'q ls or aaohda' can o. o'spla/ed/p -led
n. 

^d 
crdud$orc,-se Aad_.a

D"'.oreol u* ol Aadraa' 'n'or.d o_ nees ob.oEcloseo ro rhe'esd'1
h" -, a**".. Aadnaar relaGd etlem'rLnauho zd asen(, or

5

7 Oo nol locale sefleB or other lT sbrage system/ dev ces havm! Aadhaar dala oulsLde ot a

locked. fulLy s.cured and ac@ssconlrcl ed r@m

I Do nol pemf any unaulhoized peopl. to a@6s slored Aadht'r dala



9 oo not share Autheni'calion lceisekev wrth anv o(herenltv

B5nk 5 ls Audil porcv s€neBllv confoms lo 1n',om3t'on sysl€ms 
^*t ":l:]]: '-tl"^:::::,:

"^" 
r'ff;i:;"il;;i; e"nia ma" ana are$ aar 

"o'kns'groue ::'1€lrl:^s-o:::::ol::::;,fH]".iH;;;'; o,iini"a * opn zo" *:"::."i: :YTT1':"1 :'l'i,::i:
:::i'ff #';:';;:;jJ,,ffi ;'iJ"*'"noo"* "0-" "n""hordsoodasrarasiLsapprc'bre

lNp€cling oficials shallEnsuE thal

adhe.in! lo lhe vaious guidel nes issu€d by

tie branch6/ oiies uslnq lT lnlrastudue a€ siricllv

Head orf@ (ClsO) from time lo tm€

oay de6e / mod lv lhe repon'ngloods lor
CEo * lh fte sssisla.ce olClsO

lntomation sysl€msAudt as and *h€n

lnsoeclins ofiicEls shall enslre that

adheing (o lh€ va ous gudelines lssued bv

fr.m the fianuals like prGenl guideline on

rhe b6nches/ori@s us'ng lT 
'nlr'sltuclue 

are sbdlv

ls *unty C6lland lS Audi c.lllrom hmelo lime apan

lnlomaton syslems Audil


